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Introduction
The GSMA 5G Joint Activity (5GJA) is responsible for all 5G related items and topics within the Networks Group (NG) domain. The GSMA 5GJA will work in cooperation with GSMA working groups, GSMA programmes, as well as external organizations. The scope of the GSMA 5GJA includes, but is not limited to, the following topics: ·         
· UNI for operator-provided communication services (i.e. Voice, Video, messaging) over 5G 
· Guidelines for technical aspects of deployment of 5G.
· Guidelines for 5G roaming and interconnection.​



Description
5GJA welcomes the Release 15 specifications for the SEPP in 3GPP to protect the HTTP-based signalling via the N32 reference point between VPMN and HPMN when both PMNs are using the service-based 5G Core Network. 
Based on discussion in 5GJA#5 on 7th November 2018, 5GJA also sees a need for security enforcement between UPFs in the VPMN and HPMN via the N9 reference point, to protect the PMN core network. This applies to the Roaming 5G System architecture – Home Routed scenario. The PMN needs to distinguish valid incoming traffic on N9 that belongs to a successfully initiated subscriber session through N32, from any other traffic, where the PMN would only accept the former. 5GJA expects that a solution is flexible enough to allow different levels of protection, ranging from no protection at all, to providing only integrity protection, and to providing integrity protection and confidentiality.  Any solution proposed, must take into account impacts to processing capabilities and end-to-end delay.  
Without N9 security policy enforcement being implemented, the GTP-U tunnels will be exposed to the IPX data roaming transport solutions contravening GSMA guidelines, putting PMNs core at risk. Currently, GSMA PRD’s IR.77, IR.88, FS.20 and IR.34 require ‘application aware’ security policy enforcement for International Roaming using IPX and for MVNO/MVNE use cases that involve direct connection.

ACTION to 3GPP TSG SA
TSG SA and its associated working groups SA2 and SA3 are kindly requested to provide feedback on the requirements to deliver security enforcement on the N9 reference point, and also when such specifications providing a solution will be made available.

NEXT MEETING
5GJA#6  	6th February 2019
5GJA#7 	12th March 2019
5GJA#8	3rd April 2019
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